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Horizon Scanning Applied:

Gathering Open Source
Information and Turning It
Into Intelligence



Scope

» OSINF: A paradigm shift
» Improving the Intelligence Cycle

» Beyond the current framework



Key Conclusions

» Visualise
» Share

» Contextualise
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About OSINT

» Open Source Intelligence involves:

» collecting information from open sources;

» analysing it to produce actionable recommendations.

» Open sources include (inter alia):
» Media - newspapers, magazines, radio, television, and computer-b:
iInformation (free or paying);

» Official data — e.g. government reports, budgets, demographics,
hearings, press conferences, speeches;

» Professional and academic — e.g. conferences, symposia, professic
associations, academic papers, and experts;

» Other sources - e.g. Commercial satellite imagery, weblogs, soci
networking on the internet, youtube videos.



Open Sources: Just One of Ma

» Seven major intelligence disciplife

» human intelligence,

» agery Iintelligence,

» meastkement and sigpattre intelligence,

» sighals intétigense,

» open-sougee Inteljgence,

» techpiedl intelligence,
zounter-intelligence.

» The Defense Technical Information Center (D THG®)



Open Sources: Not just Interne

Signals | Human Satellite

Classified |SIGINT |HUMINT |SATINT

Open TV, JASKINT® | Google
Radio... | ... Earth...




The Similarities & Differences

Classified sources Open sources

A wide variety A wide variety

Can be wrong Can be wrong
Accuracy Is essential Impact/speed is essent
Few collectors/views Many collectors/views
Limited quantity Vast quantity




OSINF = A Flood of Information
,




Hence the Challenges

» Complexity
» Information overload

» Immediate response fire-fighting



Key Conclusions

» Visualise complexity to use the right brain
» Share perspectives to minimise overload

» Contextualise responses in the bigger pictl



Scope

» OSINF: A new paradigm
» Improving the Intelligence Cycle

» Beyond the current framework



The “Intelligence Cycle
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vwny tne FoCcus on coiliection -

“We have Information coming out of our ears, [
we Just cannot analyse it. Yet governments petr
In spending 95% of their budgets on collecting
more information rather than filtering and
analysing it!”

A government official at the EUROSINT FORUM



The “Intelligence Cycle
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The “Intelligence Cycle
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Change Perspectives

Vistialise combnlexitv: See a new viewnoint
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Beware of Experts Working Alc

s

Interaction to get the big picture



In 3 ]’E Jptions ]’;: Ackors l".=' Situation 2 ]".:' Situation 1 / === Sjtuation x]

Situation: The issues that will determine Sri Lanka's future!

Conflict! Economic
succesfulFeace development
Process
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Look to the Future

“Fluid” scenarios to explore context



TIT Options x | o Actors | F= Situabion2 | W+ Stustionl | F= Siuation

‘Scenarius December 2008

Folitics in the LTTE Strength Human Rights Economic Conflict!

=outh development succesfulFeace
Process

Rajapakse Splintered Clamp down on Major setback Restart of

stays, current leadership both sides peace process

coalition

Stronger Leadership LTTE gets Confidence Cease fire -

Rajapakse new Implosion wiorse but gowt. shalken Muddling

parliamnt stays same through

Coalition with Frabhakaran Continuation of Struggle querilla war

opposition stays In control today through

forces

Chaos and Acceptance of zold rush Fourth Eelam

state of international expectations War

BMmergency rolel M




Push the Limits of Scenarios

» Group Diversity
» Introduce “wild cards”/’black swans”

» Play and playact



The “Intelligence Cycle
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Visualise: Right Brain Power

Stress Balance (-50 to +50)

Rank Global Stress Point
- SCIENCETECHNOLOGY: Intermet collapse
- CHINATAIWAN: Armed hostiliies
- US/IRAN: U3 strike on lran
- INTERMATIONAL: Human avian flu pandemic
- UNITED STATES: Deep recession
- INTERMATIONAL: Ol price collapse
- INTERMATIONAL: Retum to protectionism
- [NTERMATIONAL: Terorist ditty homb
- LATIN AMERICA: Disruption to hydrocarhons sector
- IRAQ: Collapse of state ingtitutions
11 INTERNATIONAL: Chemicalibiological atiack
12 RUSSIA Cross-border military aggression
13 NIGERIA: Unrest curtails onshore oil production
14 INDINPAKISTAN: Artned hosti ties
15 PAKISTAN: State collapse
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—
=

L
=

b
=

Megligible

E xlre



Share: Give Deciders Options..

spotlight

‘Strategy

International Development Use of Second track Restrictive '

profiling of Sri co-operation diaspora measures fi

Lanka Conflict people/grol

High profile to Focus on Ignore Current support No restrictiﬁ

Sri Lankan humanitarian for CBMs measures

conflict support

Disengage Move to Engage Step up Targeted
traditional co- support for measures
operation second track

Engagement Increase

without commitment



...And Let Them Choose

Which Strategy (left) is most robust over all scenarios (tor
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Scenario two: De facto partition
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Contextualise: Keep It short

Source: Jane's
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...In‘alanguage they understarn

Who Is next?!? |

So, lets recapitulate,
capitulate Err... actually

we have the chplce Mr President its
between attacking .
Syria, lran or

Luxembourg, 2
Canada and the e f ivNorth Korea.

Maldives...




Key Conclusions

» Visualise
» Share

» Contextualise



Scope

» OSINF: A new paradigm
» Improving the Intelligence Cycle

» Beyond the current framework



The “Intelligence” Cycle?
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thing over and over again and
expecting different results”
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Why Scan the Horizon?

“Luck is when planning meets opportunity*

Seneca the Younger



But who should have planned?

The key actors In finance:
-Government

-Bankers

-Insurance brokers
-Hedge Fund managers
-Parliamentarians

-Media

-Clitizens



Long Term Loses to Short Terr

» Elections in 5 not 50 years!
» Lobbyists: why change unless forced?

» Fear of revealing a problem (secrecy)

So: Build pressure with society-wide debates
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e Cyrnelin irarmework

Complex Complicated

Cause and effect
coherent in retrospect

do not repeat

Cause and effect

separated
over time & spacg

Cause and effect
relations repeatable
and predictable

No Cause and
effect relatlonshlps
percelvable
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The Ultimate OSINT?

» Make citizens your analysts
» Keep the process public

» Tap the Collective Unconscious



